Unapredenje sigurnosti pristupa
za Oracle Forms aplikacije
koristenjem eOl

Lovro Kudeli¢, mag. ing. inf. et comm. techn.
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O predavacu

 Roden u Zagrebu

e Zavrsio Fakultet elektrotehnike i racunarstva, Informacijska i
komunikacijska tehnologija

* Od rujna 2019. zaposlen u HOPS d.o.o.
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Tehnologije Q

* Linux OS (Red Hat, CentOS, Oracle Linux)
* Oracle i PostgreSQL baze podataka

* Apache Tomcat

* Apache Web Server

* Oracle F&R + Weblogic 12C

e Zabbix
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Sadrzaj

* Opcenito o problematici kiberneticke sigurnosti (incidenti, NIS
direktiva)

* Multifakorska autentifikacija
* e0Ol i zakonska regulativa

* Prikaz konfiguracije Oracle Forms-a i OHS-a (Oracle HTTP Server) kako
bi isti koristili multifaktorsku autentifikaciju pomocu eOl
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Kiberneticki napadi

 Glavni krivac — Covjek (napadac i zrtva)

* \/rste napada:
» Malware (Ransomware)
» Phishing
» DoS (Denial of Service) — DDoS (Distributed Denial of Service)
»Krade podataka
> ...

* Epidemija Covid-19 + rad od kuce — plodno tlo za sve veci broj napada
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Incidenti

How a major oil pipeline got held for ransom

The largest petroleum pipeline in the country was reportedly breached by a

single leaked password ¢ Ransomware Attack Exposes Poor Energy-Sector Cybersecurity Entso-E targeted in recent cyberattack
3y Sari Tis Uy d J 2021, 1250pm EDT v et Kappsy gk 5 o] Be
BB SIAOMEE | gt Jon 8) 2024 TES0pm EOT The European Network of Transmission System Operators for Electricity said on

PN Monday that unidentified hackers recently targeted its computer networks.
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. Colonial Pipeline shut down its massive oil pipeline after a ransomware attack took some of its systems offline.
[N N Above, a Colonial facility in 2016. ke Sharrett. berg/Getty Image: Sfedor/Pixabay
Wind giant EDP hit by Ragnar Locker " - B . it —
- St Austrijsko ministarstvo pod ‘ozbiljnim Traje snazan kiberneticki napad na INA-u
ransomware attack kibernetickim napadom’

European energy giant Energias de Portugal (EDP) was it by a

ransomware attack on Easter Monday, the company has confirmed
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Rjesenja

e Edukacija korisnika
e Zastita kriticne infrastrukture
 NIS2 direktiva:

» Direktiva o sigurnosti mreznih i informacijskih sustava (engl. Network and
Information Security Directive)

» Sektori: Energetski, Financijski, Transport, Distribucija pitke vode, Digitalne
usluge, telekomunikacijske kompanije, upravljanje otpadnim vodama, svemir,
proizvodnja kriticnih proizvoda, postanske i kurirske usluge, hranai javna
uprava

» Stroze provodenje i nadzor mjera te uspostava administrativnih sankcija
* Koristenje iskljucCivo korisnickog imena i lozinke vise nije rjesenje
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Multifaktorska autentifikacija
* ,Nesto sto osoba zna” —lozinka, pin

* ,Nesto sto osoba je” — otisak prsta, lice
* ,Nesto sto osoba posjeduje” —token, pametna kartica

|
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Pametne kartice

 e0Ol — Elektronicka osobna iskaznica
* FINA osobni ili poslovni certifikat

o REPUBLIKA HRVATSKA OSOBNA ISKAZNICA
RH 'REPUBLIC OF CROATIA E IDENTITY CARD

mnuf~ing

e-kartica

e Zmmme HRV
123456789 8:".".‘-‘-!" 01.01.1977.
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/akonska regulativa

* eIDAS (engl. electronic IDentification, Authentication and trust
Services)

e Uredba Europske komisije kojom digitalni potpis dobiva pravnu snagu
i izjednacava se s vlastorucnim potpisom

* U Hrvatskoj implementiran kroz zakon iz 2017. ,,Zakon o provedbi
Uredbe (EU) br. 910/2014 Europskog parlamenta i Vijeca od 23. srpnja
2014. o elektronickoj identifikaciji i uslugama povjerenja za
elektronicke transakcije na unutarnjem trzistu i stavljanju izvan snage
Direktive 1999/93/EZ“
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Oracle Forms

e ,Oracle Forms nije mrtav”
* Weblogic 12c:

* Napustanje Java web start tehnologije (Java applet)
* Pokretanje koristenjem Oracle Java JRE okoline
* Omoguceno napredno koristenje certifikata s pametnih kartica

 Omogucavanje multifaktorske autentifikacije nad Oracle Forms
aplikacijama bez potrebe za ,pokretanjem Forms developer-a” (nije
potrebno prilagodavati aplikacije)
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Koraci implementacije

* WeblLogic Administration Console i Enterprise Manager
* Oracle HTTP Server (OHS)

e Zastita Administration Console i Enterprise Manager-a koristenjem
OHS-a kao reverse proxy

* Pokretanje Forms aplikacija koristenjem Windows keystore-a kao
standalone aplikacije
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Oracle Weblogic Server
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godidnja konferenci

WeblLogic Administration Console

* Preduvijeti:
 HTTPS certifikat i privatni kljuc
* |dentity keystore
e Trust keystore
e Aktivirana pametna kartica i Cita€ pametne kartice

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Qut Preferences Record Help ‘ Q

Home =Summary of Servers =AdminServer »Summary of Servers
View changes and restarts i - id

Configuration editing is enabled. Future Summary of Servers
changes will automatically be activated as you =
modify, add or delete items in this domain, Configuration | Contral

Domain Structure

hopsdomain A server is an instance of WebLogic Server that runs in its own Java Virtual Machine (JVM) and has its own configuration.
’DC'""Ei" Partitions This page summarizes each server that has been configured in the current WebLogic Server domain.
—HEnvironment
B -Clusters Q

--Coherence Clusters

--Resource Groups [ Customize this table

--Resource Group Templates

--Machines Servers (Filtered - More Columns Exist)

“Virtual Hosts New | |Clone | | Delete

--Virtual Targets

“Work Managers [ | Name Type Cluster

--Concurrent Templates

- —

—Resource Management || | AdminServer{admin) Configured
How do I... =) [ | wLs_FORMS Configured cluster_forms
« Create Managed Servers [ | wWLS_REPORTS Configured cluster_reports
= Clone servers New | |Clone | | Delete

Delete Managed Servers

Delete the Administration Server

Start and stop servers
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Priprema keystora

* PFX datoteka:
* Sadrzi certifikat u PKCS#12 formatu
 Sastoji se od privatnog kljuca, certifikata i intermediate certifikata

* |sti je potrebno pretvoriti u Java Key Store (JKS) — Identity store:

 keytool -importkeystore -srckeystore owl-test.pfx -destkeystore owl-test.jks -
srcstoretype PKCS12 -deststoretype JKS

e Java Trusted Key Store:
» Jusr/java/jdk1.8.0 _192-amd64/jre/lib/security/cacerts

[oracle@owl-test HROUG]4$ keytool -importkeystore -srckeystore owl-test.pfx -destkeystore owl-test.jks -srcstoretype PKCS512 -deststoretype JKS

Importing keystore owl-test.pfx to owl-test.jks...
Enter destination keystore password:
Re-enter new password:

Enter source keystore password:
Entry for alias te-hopswebserversha2se- dzbzbcab 8b67-4b32-9580-b4ed96ea5aad su sfully

imported.

Import command completed: 1 entries successfully imported, @ entries failed or cance11ed
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Oracle WebLogic Server — konfiguracija

Home =Summary of Servers =AdminServer

Settings for AdminServer

Configuration | Protocols | Logging | Debug | Monitoring

General | Cluster = Services | Keystores | SSL | Federation Services

Save

Keystores ensure the secure storage and management of private keys and trusted certificate authorities {CAs). This page lets you view and define various keystore ¢

Keystores:

Identity

Custom Identity Keystore:

Custom Identity Keystore Type:

Custom Identity Keystore Passphrase:

Confirm Custom Identity Keystore Passphrase:

Trust

Java Standard Trust Keystore:
Java Standard Trust Keystore Type:

Java Standard Trust Keystore Passphrase:

Confirm Java Standard Trust Keystore Passphrase:

Control

Deployments

Deployment

Services

Security | Notes

Migration | Tuming | Overload | Cencurrency | Health Monitoring

Custom Identity and Java Standard Trust Change

'homeloracle/HROUG/owl-te

JKS

BEsBEsEEREERER RS

BEsBEsEEREERER RS

Jusrfjavaljdk1.8.0_192-amd64/jre/lib/security/cacerts
jks

BEsEIEEEEEEREEELE
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Oracle WebLogic Server — konfiguracija

@ Home Log Out Preferences

Home »Summary of Servers >AdminServer

Settings for AdminServer

Configuration | Protacols | Logging

General | Cluster | Services | Keystores

Save

Record Help

Monitoring | Control || Deployments | Services | Security | Notes

Federation Services | Deployment | Migration | Tuning | Overload | Concurrency | Health Monitoring | Server Start

This page lets you view and define various Secure Sockets Layer (SSL) settings for this server instance, These settings help you to manage the security of message transmissions.

Identity and Trust Locations:

Identity

Private Key Location:

Private Key Alias:

(4] Private Key Passphrase:

(4] Confirm Private Key Passphrase:

Certificate Location:
Trust

Trusted Certificate Authorities:
& Advanced

5] Hostname Verification:

(5] Custom Hostname Verifier:

Export Key Lifespan:

[C] use server Certs.

Two Way Client Cert Behavior:

(] Cert Authenticator:

551 Rejection Logging Enabled
] Allows Unencrypted Null Cipher

Inbound Certificate Validation:

‘Outbound Certificate Validatio

Keystores| Change

from Custom Identity Keystore

te-hopswebserversha256-b2

from Custom Identity Keystore

from Java Standard Trust Keystore

None v

500

Client Certs Requested and Enforced -

Builtin SSL Validation Only v

Builtin S3L Validation Only ~

Web Services

Hrvatski operator prijenosnog sustava d.o.o.

Coherence

Indicates where SSL should find the server
Info.

The keystore attribute that

ines the loc:

The keystore attribute that defines the stri

The keystore attribute that

The keystore attribute that defines the loc:

The keystore attribute that defines the locz

Spedifies whether to ignore the installed

is acting as a client to another application !

The name of the dass that implements the

Indicates the number of times WebLogic
efore generating a new key. The more sel
generating a new key.  More Info...

Sets whether the client should use the sen
https.  More Info...

The form of SSL that should be used. Mo

The name of the Java class that implemeni
ogic Server. This field is for Compatib
More Info...

Indicates whether warning messages are k

Test if the AllowUnEncryptedNullCipher is €

Indicates the dient certificate validation rul

Indicates the server certificate validation n.

€
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godidnja konferencij

17/49

=



{YW HOPS

Oracle WebLogic Server — konfiguracija

Home >Summary of Servers =AdminServer

Settings for AdminServer

Configuration = Protocols

General | Cluster | Services

Save

Monitoring | Control | Deployments | Services

Federation Services | Deployment | Migration

Use this page to configure general features of this server such as default network communications.

View JNDI Tree &
Mame:
Template:
#5] Machine:

&5 Cluster:

5] Listen Address:

Listen Port Enabled

Listen Port:

551 Listen Port Enabled

SSL Listen Port:

#F| Client Cert Proxy Enabled

Java Compiler:

Diagnostic Volume:

Default Datasource:

[ Advanced

Save

AdminServer

Security

Tuning

(No value specified) Change:

Adminservertaching

(stand-Alone)

owl-test biz.dom

7001

7010

Notes

Overload

Concurrency

Health Monitoring

Server Start

Web Services

Coherence

An alphanume

The template 1

The WebLogic

The cluster, or

The IP addres:
respectively.

Specifies whet

The default TC

Indicates whel

The TCP/IP pa

Specifies whet

The Java comj

Specifies the v
diagnostic volu
generated for

The JNDI nam

Hrvatski

operator prijenosnog sustava d.o.o.
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Oracle Weblogic Server — konfiguracija (4)

* Odabirom opcije ,Client Certs Requested and Enforced” od klijenta se
trazi njegov klijentski certifikat

e U Java Trusted Keystore je potrebno dodati trusted certifikate kako bi
odabrali kojim klijentima (certifikatima) vjerujete

 Alat KeyStore Explorer - https://keystore-explorer.org/

* Nakon svih navedenih izmjena, potrebno je napraviti restart cijele
Oracle WebLogic okoline

Hrvatski operator prijenosnog sustava d.o.o. 19/49
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Oracle WebLogic Server — konfiguracija

cacerts X
T @ |[E EntryName Algorithm Key Size Certificate Expiry Last Modified
R - @ affrmtrustpremiumca [jdk] RSA 4096 31. 12, 2040. 15:10:36 CET 25. 08. 2016. 17: 1 CEST
a - @ affrmtrustpremiumeccca [jdk] EC 384 31. 12, 2040. 15:20:24 CET 25. 08. 2016. 17:20:21 CEST
Y N 3%, 041407 Co1
® - @ sorootcal ik RSA 048 . 11, 2037, 21:43:00 CET
#® - @ sorootca2 fidk] RSA 4096 29,09, 2037, 16:08:00 CEST 25, 03, 2015,
#® - @ baltimorecybertrustca [idd] RSA 2048 13.05. 2025, 01:59:00 CEST 25, 08, 2016
# - @ buypassdassia [idd RSA 4096 26. 10. 2040. 10:38:03 CEST 25, 08. 2016,
# - @ buypassdassica [idd RSA 4096 26. 10. 2040. 10:28:58 CEST 25, 08. 2018,
R - @ camerfirmachambersca [jdk] RSA 4096 31. 07. 2038. 14:29:50 CEST 25. 08. 2016.
a - @ camerfirmachamberscommerceca [jdk] RSA 2048 30. 09. 2037. 18: 25. 08. 2016.
® - @ camerfirmachambersignea [idk] RSA 4096 31.07. 2038 25, 08. 2016,
#® - @ certpluscass2primaryea idk] RSA 048 07.07. 2015, 25, 08. 2016,
#® - @ certplusdassIpprimaryca [ick] RSA 2048 07.07. 2019, 01:50:53 CEST 25, 03, 2015, 17:20:05 CEST
#® - @ certumcaldd RSA 2048 11,06, 2027, 12:46:39 CEST 25, 08, 2016, 17:19:37 CEST
ﬁ - @® certumtrustednetworkca [jdk] RSA 2048 31. 12, 2029. 13:07:37 CET
# - @ chunghwaepkiootea [idk] RSA 4096 20. 12, 2034, 03:31:27 CET
R - @® comodoaaaca [jdk] RSA 2048 01. 01. 2029. 00:59:59 CET 25.
#® - @ comodoeceea [idk] EC 384 25,
® - @ comodorsacs [idk] RSA 4096 25,
# - @ deutschetelekomrootea2 [idk] RSA 2048 25,
#® - @ dgcertassuredidg2 ik RSA 2048 25,
# - @ doicertassuredidg3 [idd EC 354 25,
# - @ dgcertassuredidrootea [idd RSA 2048 10. 11. 2031 25
# - @ digcertgobalrootca [idk] RSA 2048 10. 11, 2031 25,
# - @ dgcertgobalootg? fick] RSA 2048 15. 01, 2038. 13:00:00 CET 25,
#® - @ dogcertgobalroota3 [idk] EC 384 15. 01, 2038. 13:00:00 CET 25.
#® - @ doicerthihassuranceevrootea [idk] RSA 2043 10. 11, 2031, 01:00:00 CET 25,
® - @ dgicerttrustedrootg4 [ick] RSA 4096 25,
# - @ dtrustdessica2 ik RSA 2048 25,
# - @ duustdass3cazev [idd RSA 2048 25,
ﬁ - @ entrust2048ca [jdk] RSA 2048 24. 07. 202. 16:15:12 CEST 25. 08. 2016. 17:20:34 CEST
* - @ entrustevca [idk] RSA 2048 27. 11, 2026. 21:53:42 CET 25. 08. 2016. 17:19:34 CEST
#® @ entrustrootcaeci [idk] EC 384
L] @ entrustrootcag? [jdk] RSA 2048
" feeatsnaroates) s e :
E a rdc-tdu 2015 (fina root ca) Rsa faoss 25. 11, 2025, 17:40:09 CET
| [ - [ = [fmarootca Rsa — aose
[] @ geotrustglobalca [ick] RSA 2048 . 06:00:00 CEST
# @ geotrustprimaryca [jdk] RSA 2048 17. 07. 2036. 01:53:53 CEST 25, 08. 2016,
# - @ geotustprimarycag? fidk] EC 384 19, 01, 2038. 00:53:59 CET 25, 08. 2018,
# - @ geotustprimarycags fidk] RSA 2048 02. 12, 2037. 00:59:53 CET 25, 08. 2015,
a - @ geotrustuniversalca [jdk] RSA 409 04. 03. 2029. 06:00:00 CET 25. 08. 2016. 17:19:46 CEST
® - @ giobskignea ikl RSA 2043 28, 01, 2028, 13:00:00 CET 25, 08, 2016, 17:20:14 CEST
® - @ gobakigneccrootear4 [idk] EC 25 19, 01, 2038, 04:14:07 CET 25, 08, 2016, 17:19:37 CEST
#® - @ gobaligneccrootears [idk] EC 334 19,01, 2038, 25, 08, 2016,
#® - @ gobasigraca fidd RSA 2048 15, 12, 2024, 09:00: 25, 08. 2016,
# - @ gobalsignra fidd RSA 2048 18. 03. 2029. 11:00:00 CET 25, 08. 2016,
# - @ oodaddydass2ea [jdd RSA 2048 29. 08, 2034, 19:06:20 CEST 25, 08. 2018,
# - @ codaddyrootgca [jdk] 01. 01, 2038. 00:59:53 CET 25, 08. 2016, 17:20:47 CEST
#® - @ grecybertrustgiobalea [idd] 14, 08. 2018. 25, 08. 2016, 1 8 CEST
| & | - | = |hridca (skdca root)
® - @ icentrustcommercial [ick] 16, 01, 2034, 19:12:23 CET 25, 08, 2016, 17:20:40 CEST

Hrvatski operator prijenosnog sustava d.o.o.

€

Rrou

godidnja konferencij

20/49

=



{YW HOPS

Oracle WeblLogic Server — Administration

Console

=< [

= 9

@ Lovrao Ku delic

"u"RD KUDELIC

RO KUDELIC {Identification)

2

VRO KUDELIIf

o DORTE A
-adoinLio A

47772020

ORACLE Weblogic Server Administration Console 12¢

Windows Security

Smart Card

Please enter your authentication PIN.

Click here for more information

(0].4

Cancel

Hrvatski operator prijenosnog sustava d.o.o.
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Nedostaci

* Nema filtriranja korisnika

* Potencijalni sigurnosni problem ako se ne koristi zadnja verzija —
iskustvo iz HOPS-a

* Rjesenje:
 Stavljanje Oracle WeblLogic komponenti u localhost
» KoriStenje Oracle HTTP servera kao reverse proxy za Oracle WeblLogic Server

Hrvatski operator prijenosnog sustava d.o.o. 22/49
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Oracle HTTP Server (OHS)

Hrvatski operator prijenosnog sustava d.o.o. 23/49
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Oracle HTTP server (OHS)

* Web server komponenta za Oracle Fusion Middleware
e Sadrzi listener za Oracle WeblLogic Server
* Posluzuje staticke i dinamicke web stranice i web aplikacije

* Dijeli slicnost u konfiguraciji s Apache Web Server-om uz odredene
razlike — Oracle Wallet

* Preduvjeti:
e HTTPS certifikat i privatni kljuc
* Oracle Wallet
e Aktivirana pametna kartica i Cita€ pametne kartice
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Oracle Wallet (1)

* Oracle Wallet — Spremiste koje pohranjuje vjerodajnice poput
certifikata, zahtjeva za certifikatima i privatnih kljuceva koji se koristi
kako bi OHS mogao od korisnika zatraziti certifikat zeljenog izdavatelja

* Koraci:
* Kreiranje .p12 PKCS#12 datoteke iz prethodno kreiranog Java Identity Store-a
e Kreiranje auto _login_only wallet-a
* Import .p12 datoteke u auto login_only wallet
* Import trusted certifikata u kreirani wallet
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Oracle Wallet (2

keytool -importkeystore -srckeystore owl-test.jks -srcstoretype JKS -
deststoretype PKCS12 -destkeystore ewallet.pl2

[oracle@owl-test HROUG]$ keytool -importkeystore -s ore owl-test.jks -srcstoretype JKS -deststoretype PKCS12 -destkeystore ewallet.pilz
Importing keystore owl-test.jks to ewallet.

Enter destination keystore password:

Re-enter new password:

Enter source keystore password:

Entry for alias te-hopswebserversha256 ad s ' imported.
Import command completed: 1 entries suc ﬂﬂTLllg menrted, D EﬂtFLEb ..ﬂ:: or cancelled
[oracle@owl-test HROUG]$ 1s -1

total 32

-rw-r--r-- 1 oracle oinstall 1423 Sep 27 08:58 akdcaroot.crt

-rw-r--r-- 1 oracle oinstall 3267 Sep 27 09:36 ewallet pl2

-rwW-r--r-- oracle oinstall 18066 Sep 27 08:58 FinaRDCCA2015.cer

-FwW-r--r-- oracle oinstall 1811 Sep 27 08:58 FinaRDC-TDUCA2015.cer

-rW-r--r-- oracle oinstall 1396 Sep 27 88:58 FinaRootCA.cer

-FW-r--r-- oracle oinstall 1770 Sep 27 08:58 hridca.crt

-rW-r--r-- oracle oinstall 2764 Sep 27 87:36 owl-test.jks

-rw-r--r-- 1 oracle oinstall 3267 Sep 27 07:35 owl-test.pfx

[oracle@owl-test HROUG]S i

Hrvatski operator prijenosnog sustava d.o.o. 26/49
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Oracle Wallet (3)

/u@l/app/oracle/product/12.2.1/oracle_common/bin/orapki wallet create -
wallet . -auto_login only

[oracle@owl-test HROUG]% ,uDl,app,urac1e,pdeuct,lz 2.1/oracle_common/bin/orapki wallet create -wallet . -auto_login_only
Oracle PKI Tool : Version 12.2.1.3.0
Copyright {c) 28084, 2017, Oracle and,ar its affiliates. All rights reserved.

Operation 1is successfully completed.
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Oracle Wallet (4

« /uel/app/oracle/product/12.2.1/oracle_common/bin/orapki wallet
import pkcsl2 -wallet . -pkcsl2file ewallet.pl2 -auto _login_only

 orapki wallet display -wallet cwallet.sso

[oracle@owl-test HROUG]% ,uDl,app,urac1e,pruduct,lz 2.1/oracle_common/bin/orapki wallet import_pkcsl2 -wallet . -pkcsi2file ewallet.pl2 -auto_ 1
Oracle PKI Tool : Version 12.2.1.3.0
Copyright (c) 2004, 2017, Oracle and,or its affiliates. All rights reserwved.

Enter PKCS#12 file pas word

G1% 0rap|-1 waﬂet display -w et cwallet.sso
r
-1_. 0r=1c'|e and,or its affiliates. All rights reserved.

Requested Certificates:

User Certificates:

Subject: EmailAddress=dba@hops.hr,CN=owl.biz .dom,0U=HOPS ICT,0=HOPS d.o.o.,L=Zagreb,5T=Zagreb,C=HR
Trusted Certificates:

[oracle@owl-test HROUG]$ 1s -1

oracle oinstall 1423 27 08:58 akdcaroot.crt
oracle o1
oracle

oracle

oracle

oracle

oracle

oracle

oracle

oracle
oracle o
[oracle@owl-test HF‘OIJu]$ [ |

1
1
1
1
1
1
1
1
1
1
1
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Oracle Wallet (5)

 orapki wallet add -wallet cwallet.sso -cert hridca.crt -trusted cert -
auto_login only

 orapki wallet add -wallet cwallet.sso -cert akdcaroot.crt -trusted cert
-auto_login only

 orapki wallet add -wallet cwallet.sso -cert FinaRDC-TDUCA2015.cer -
trusted cert -auto_login only

 orapki wallet add -wallet cwallet.sso -cert FinaRootCA.cer -trusted cert
-auto_login only

 orapki wallet add -wallet cwallet.sso -cert FinaRDCCA2015.cer -
trusted cert -auto_login only

 orapki wallet display -wallet cwallet.sso
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Oracle Wallet (6

[oracle@owl-test HROUG]S% orapL1 wa]]et add -wallet cwallet.sso -cert hridca.crt -trusted
Oracle PKI Tool : Version 12.1
Copyright (c) 2004, 2014, Drac]e and,nr its affiliates. all rights reserved.

[oracle@owl-test HRDUu]$ orapL1 wallet add -wallet cwallet.sso -cert akdcaroot.crt -trusted cert -aute login_only

Oracle PKI Tool : Version 12.1
Copyright (c) 2804, 2014, quc]e and,or its affiliates. All rights reserved.

[oracle@owl-test HROUG]S$ 0rapL1 wallet add -wallet cwallet.sso -cert FinaRDC-TDUCA2015.cer -trusted cert
Oracle PKI Tool : Version 12.1
Copyright (c) 2004, 2014, 0rac1e and,nr its affiliates. all rights reserved.

[oracle@owl-test HRDUu]$ orapF1 wallet add -wallet cwallet.sso -cert FinaRootCA.cer -truste ert -auto_
Oracle PKI Tool : Version 12.1
Copyright (c) 2004, 2014, Drac]e and,nr its affiliates. all rights reserved.

[oracle@owl-test HRDUu]$ 0rapL1 wallet add -wallet cwallet.sso -cert FinaRDCCA2815.cer -trusted cert -auto 1

Oracle PKI Tool : Version 12
Copyright (c) 2804, 2014, Drac1e and,or its affiliates. All rights reserved.

[oracle@owl-test HROUG]S orapL1 wallet display -wallet cwallet.sso
Oracle PKI Tool : Version 12.1
Copyright (c) 2004, 2014, 0rac1e and,nr its affiliates. all rights reserved.

Requested Certificates:

User Certificates:

Subject: EmailAddress=dba@hops.hr,CN=owl.b1iz.dom,0U=HOPS ICT,0=HOPS d.o.o.,L=7agreb,5T=7Zagreb,C=HR
Trusted Certificates:

Subject: 3 =

Subject: C )CA R 2.5.4.9 1843087891, <D d.o.o.,C=HR

Subject: CN=Fina RDC agencija,C=HR

Subject: CN=HRIDCA,Z.5S 58843087891, ) d.o.o.,C=HR

Subject: Fina Root CA,D:Financij ka agencija,C=HR

[oracle@owl-test HROUG]S i

Hrvatski operator prijenosnog sustava d.o.o.
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OHS — konfiguracija (1)

* nano /u@l/app/oracle/config/domains/hopsdomain/config/fmwconfig/components/OHS/instances/ohsl/ssl.conf

SSLVerifyClient require
SSLWallet "/home/oracle/HROUG"
<LocationMatch ”/forms/*”>
<RequireAll>
Require expr %{TIME_HOUR} -ge 9 && %{TIME_HOUR} -le 17
<RequireAny>
Require expr %{SSL_CLIENT_S DN} =~ /OIB/
</RequireAny>
</RequireAll>
</LocationMatch>
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OHS — konfiguracija

##
## S5L Virtual Host Centext

##
#[Virt

ble ss5L for this virtual host.
S5LEngine on

ent Authentication (Type
ient certificate verification type and depth. Types :
0 optional and require.
LverifyClient reguire

SSL Protocol Suppert:
# Configure ble SSL/TLS protocol versions.
SSLPretocol ALL

ipher Sutite:
List the ciphers that the client permwtted to negot
iphersuite TLS_E

# SSL Certificate Revocation List Check
alues are oOn and off

ssLoptien
/Directory

RequireAl
Require | } -ge 9 %{ TIME_HOUR}
<Requi
Requi re’ expr %{SSL_CLIENT_S_DN} IB/
'RequireAny=
equireAll
LocationMatch=
BrowserMatch "MSIE [ 1™ N
nokeepalive ssl-unclean-shutdown \
downgrade-1.8 force-r

/IfModul
1 rtualHost>

</IfModul
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OHS — konfiguracija (3)
* Restart OHS-a:

$DOMAIN HOME/bin/stopComponent.sh ohsl
$DOMAIN HOME/bin/startComponent.sh ohsl

Hrvatski operator prijenosnog sustava d.o.o.
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OHS — Pristup stranici - uspjesno

Select a certificate for authentication

Site owl-test.biz.dom:4443 needs your credentials:

Oradle Forms Stand-alone Laun: X -+

= LOVRO KUDELIC

C @ ] ‘'owl-testbizdom: w

Info Aplikacije Aplikacije - test Imenik [ Portal Z Zabbix Z ZabbixReport §) SPI 53 ERP @l NDC-oravit @M NDCwsan @M DMZ-srndc Service Desk Redmine ) Oradle Support

Oracle Forms Services
Stand-alone Application Launcher

Overview:

The Oracle Forms Stand-alone Application Launcher (FSAL) offers an alternative way for end-users to run Oracle Forms applications. FSAL offers a browser-less, more client/server-like interface. As a result of not using a browser, FSAL «
Plugin component of a Java Runtime Envirenment (JRE) or Java Developer Kit (JDK). All that is required to run FSAL on the end-user machine is a Java installation. This can be either the JDK or the JRE. To determine which Java version
contact your administrator.

Certificate information “ Cancel

How To Use:

1 Download the FSAL from here: &
2. Open a shell (e.g. cmd on Windows) and change directories to where the above file was saved
3. Enter the following to run your application. The URL value should be provided by your Administrator.

Java Jar prmsaljar -url "<URL=>" -t <time in millisaconds>

Windows Security e Example:
Smart Card Jjava Jar frmsal jar -url "hip:/imyFormsServer: 8888/ vierconfig=s "1 30000
Please enter your authentication PIN. Additional Usage:

java <options= -jar frmsal jar -url "<Oracle Forms URL with config name=" -t <time in milliseconds for timeout>

‘ | -url URL (required)

The URL should represent the fully qualified address to the Forms environment, to include the configuration name. If config is not included, the default will attempt to load. The URL should be quoted
Click here for more information -t time (optional - default value 60000ms)

The time is the amount of time the launcher should wait for the server to provide its initial response before timing out. The value should be enter in milliseconds and be whole numbers only.

oK Cancel
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OHS — Pristup stranici — neuspjesno

Select a certificate for authentication X1
Site owl-test.biz.dom:4443 needs your credentials:
LOVRO KUDELIC
= pi
403 Forbidden ¥ -+
O I'.n.'I IEI owl-test.biz.dom
HOPS Info Aplikacije Aplikacije - test Imenik . Portal Z Zabbix Z Zabbix
Certificate information “ Cancel
L3
Forbidden
Windows Security % You don't have permission to access /forms/html/fsal him on this server.
Smart Card

Please enter your authentication PIN.

= M

Click here for more information

oK Cancel
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OHS kao reverse proxy za Weblogic Server

* Rjesenje za problem filtriranja certifikata i korisnika
* Rjesenje za potencijalne sigurnosne probleme WebLogic Servera
* Postavljanje kroz Administration Console-u i OHS
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OHS kao reverse proxy — konfiguracija

@) Home Log Out Preferences

Record Help Q

Home »Summary of Servers >AdminServer

Settings for AdminServer

Configuration | Protocols | Logging | Debug | Monitoring | Control | Deployments

General | Cluster | Services | Keystores  SSL | Federation Services | Deployment

Save

Services  Security | Notes

Migration | Tuning | Overload | Concurrency

Use this page to configure general features of this server such as default network communications.

Viev INDI Tree &

Name:

Template:

5 Machine:
& Cluster:

5 Listen Address:

Listen Port Enabled

Listen Port:

551 Listen Port Enabled

551 Listen Port:

] Client Cert Proxy Enabled

Java Compiler:

Diagnostic Volume:

Default Datasource:

+ Advanced

Virtual Machine Name:

Weblogic Plug-In Enabled:

AdminServer
(Mo value specified)| Change
AdminServerMachine

(stand-Alone)

127.0.01
7001
7010
javac

Low ~

hopsdomain_AdminServer

yes v~

[] Classpath Serviet Disabled

Welcome, weblogic | Connected to: hopsdomair

Coherence

An alphanumeric name for this server instance. More Info...

The template used to configure this server  More Info...

The WebLogic Server host computer (machine) on which this server is meant to run.  More Info...
The dluster, or group of WebLogic Server instances, to which this server belongs. More Info...

The IP address or DNS name this server uses to listen for incoming connections. For example, enter 12.34.5.67 ormymachine,
respectively. More Info...

Specifies whether this server can be reached through the default plain-text (non-55L) listen port.  More Infi

The default TCP port that this server uses to listen for regular (non-S5L) incoming connections. More Info...

Indicates whether the server can be reached through the default SSL listen port. More Info...

The TCP/IP port at which this server listens for SSL connection requests. More Info...

Specifies whether the HttpClusterServiet proxies the client certificate in a special header. More Info...

The Java compiler to use for all applications hosted on this server that need to compile Java code. More Info...

Specifies the volume of diagnostic data that is automatically produced by WebLogic Server at run time. Note that the WLDF
diagnostic volume setting does not affect explicitly configured diagnostic medules. For example, this controls the volume of events
generated for Flight Recorder.  More Info...

The JNDI name of a system resource data source used to override the default datasource. More Info...

When Wi

is running on JRVE, this specifies the name of the virtual maching running this server More Info...

Specifies whether this server uses the proprietary WL-Proxy-Client-IP header. More Info.

The ClasspathServiet will serve any class file in the dasspath and is registered by defaultin every Web application (including
management). It does nat need to be turned on for many applications though, and represents a security hole if
unchecked. More Info...

Hrvatski operator prijenosnog sustava d.o.o.
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godidnja konferencija

OHS kao reverse proxy — konfiguracija (2)

* nano /u@l/app/oracle/config/domains/hopsdomain/config/fmwconfig/components/OHS/instances/ohsl/mod_wl ohs.conf

LoadModule weblogic module "${PRODUCT_HOME}/modules/mod wl ohs.so"

<IfModule weblogic module>

<Location /console>
WLSRequest On
WebLogicHost localhost
WeblogicPort 7001

</Location>

<Location /em>
WLSRequest On
WebLogicHost localhost
WeblogicPort 7001

</Location>

</IfModule>
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OHS kao reverse proxy — konfiguracija (3

B NOTE : This 1is a template to configure mod weblogic.
LoadModule weblogic_module  "4${PRODUCT_HOME}/smodules/mod wl ohs.so"

# This empty block is needed to save mod wl related configuration from EM to this file when changes are made at the Base Virtual Host Level
<IfModule weblogic_module=

<Location /fconsole=
WLSRequest On
WebLogicHost localhost
WeblogicPort 7801
</Location=

<Location fem=
WLSRequest On
WeblLogicHost localhos
WeblogicPort 70081
</Location=

# WebLogicHost <WEBLOGIC HOST=
# WebLogicPort <WEBELOGIC PORT=
# MatchExpression *.jsp
</IfModule=

# <Location fweblogic=

# SetHandler weblogic-handler

# PathTrim sfweblogic

# ErrorPage http:/WEBLOGIC HOME :WEBLOGIC_ PORT/
# = Location=

Hrvatski operator prijenosnog sustava d.o.o.
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OHS kao reverse proxy — Administration Console

im] Oracle Weblogic Server Adminic X = X

C ® &} owl-testbizdom w 03 = @ % = InPrivate &

Info Aplikacije Aplikacije - test Imenik . Portal Z Zabbix Z ZabbixReport §» SPI s» ERP g NDC-oravit @ NDC-vsan g DMZ-srvndc Service Desk Redmine © Oracle Support Netapp

ORACLE WeblLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Password:
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Oracle Forms Standalone Launcher
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Forms standalone aplikacije

* Napustena podrska JAVE u preglednicima kao Java applet
* Napustena Java web start tehnologija (Java 11 LTS)

* Jedini nacin koji ostaje je pokretanje Forms aplikacija kroz samostalni
pokretac (engl. Standalone Launcher)

* Preduvjeti:
e frmsall.jar
» Aktivirana pametna kartica i CitaC pametnih kartica

* Prikazani mehanizmi se mogu primijeniti i za druge Java aplikacije koje
pristupaju resursima na posluziteljima putem HTTPS protokola
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Forms standalone aplikacije — konfiguracija (1)

* Primjer za HOPS aplikaciju FIN
* Preuzeti frmsall.jar datoteku
* Kreirati .bat datoteku sa sadrzajem:

Title HOPS ERP

start "HOPS ERP,,

"C:\Program Files (x86)\Java\jdk1.8.0 301\jre\bin\javaw.exe" *
-Djavax.net.debug=ssl,handshake *
-Djavax.net.ssl.keyStoreType=Windows-MY *

-jar "C:\Users\lkudelic\Documents\Kuharice\Forms\frmsal.jar" #

-url https://owll.biz.dom:4443/forms/frmservlet?config=c3_fin
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Forms standalone aplikacije — konfiguracija

* Koristenjem programa iexpress na Windows racunalima,

j |Express Wizard

Welcome to IExpress 2.0

This wizard will help you create a seff-extracting /
seffinstalling package

First. you need to create a Self Extraction Directive (SED)
file to store information about your package. ff you have
already done this, select Open existing one; otherwise,
select Create New Seff Extraction Directive file

' Create new Seff Extraction Directive file £

" Open existing Self Extraction Directive file:

j |Express Wizard

License agreement

if you want to display a License Agreement before allowing
an installation, select Display a License and choose the
License file; otherwise, select Do Not Display a License.

< Back Next > Cancel

[l 1Express Wizard x
Package purpose
Select final result of the package
(+ ‘Extract files and run an installation command:
" Extract files only
" Create compressed files only (ActiveX Installs)
Description
Files will be expanded to a temporary folder. The files
will then be used by the specified installation
program
< Back Mext = Cancel
[l 1Express Wizard x
Packaged files
Create a list of files that you want in your compressed
package.
Filename: ‘ Path |
forms bat C:\Users\kudelic\Documerts\Kuhar...
frmsal jar CUsers\lkudelicDocuments'Kuhar.

erator prij

=] IExpress Wizard *

Package title

Type the title of your package in the following box. This
title will appear on &l dialog boxes that the user sees

[Find

< Back Mext = Cancel

datoteka pomocu koje cemo pokretati Forms aplikaciju

reira se exe

j |Express Wizard

Confirmation prompt

If you want to confimm that the user wants to install your
package, select Prompt User With and type the prompt.
Otherwise, select No Prompt.

" Prompt user with:

< Back Nexd > Cancel

| |Express Wizard x
P

Install Program to Launch

Select the programs or INF files to launch from the
package. A custom command can also be created below.

Install cmd /c forms bat =
Program J

The below comand will be un after the install has
completed

Post Install [cNone>] -

Command

enosnog sustava &eb ez 1_co |

j |Express Wizard

Show window

Select how your installation program’s window will bs
displayed

o =i

It recor

" Hidden
" Minimized

" Maximized

< Back Next > Cancel
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Forms standalone aplikacije — konfigur

j |[Express Wizard

Finished message

I you want to display a message to the user after
installation is complete, select Display Message and type
the message; otherwise, select No Message.

" Display message:

< Back Mext > Cancel

[ IExpress Wizard X

Package Name and Options

Enter the target path and filename for your package.
This is the file that will get downloaded and executed by

the user.
|\Documem5\Kuharice\Fon'ns\FIN EXE Browse
Options

[” Hide File Extracting Progress Animation from User

™ Store files using Long File Name inside Package

< Back Mext > Cancel

| & < | Forms

> v 4 » ThisPC » Documents » Kuharice » Forms

Mame Date modified
# Quick access
FIN.EXE
[Z] forms.bat

(£ frmsaljar

% Documents

[

=] Pictures
D Music

B Videos
4 Downloads
I Desktop

X ono% %% n

@ OneDrive

I This PC
8 30 Objects
[ Desktop
| Documents
4 Downloads
b Music
&= Pictures

B Videos

2, Local Disk (C:)

o Network

j |[Express Wizard

Configure restart

Select how you want the system to restart at the end of
your installation program

" Mways restart
" Only restart if needed

r

< Back Mext > Cancel

(G5 hrou

godidnja konferencij

Type
Application
Windows Batch File

Executable Jar File

360 KB
1KB
210KB

Hrvatski operator prijenosnog sustava d.o.o.

j |[Express Wizard

Save Self Extraction

T _az

if you would like to save this information for later use,
select Save Seff Extraction Directive (SED) file; otherwise,
select Don't save.

If you choose to save this ifformation, you can modify it

later and recreate your package, without re-entering all the
previous information

" Save Seff Extraction Directive (SED) file

Alsers\kudelic\Documents \Kuhi

< Back Next > Canceal
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Forms standalone aplikacije

* Pokretanjem exe datoteke u pozadini se odvija provjera umetnute
pametne kartice i ako je ona ispravna pojavi se prozor za unos PIN-a

* Nakon unosa PIN-a provjerava se OIB u korisnickom certifikatu i ako
isti odgovara postavljenom na OHS-u korisniku se dozvoljava ulaz u
aplikaciju

- o x
ORACLE’

Windows Security x
Smart Card

Please enter your digital signature PIN.
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Prednosti i mane navedenih mehanizama

* Prednosti:

* Visoka razina sigurnosti

* Interoperabilnost

* Niska cijena implementacije

* Navedeni mehanizmi ne zahtijevaju promjene na aplikativnome nivou
* Mane:

* Prilagodba korisnika na nove mehanizme autentifikacije
 Politika tvrtke
e Upravljanje certifikatima
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Zakljucak

* Prikazani mehanizmi pruzaju izrazito visoku razinu kiberneticke
sigurnosti

* Mogu se koristiti u implementaciji zahtjeva NIS2 (Direktiva o
sigurnosti mreznih i informacijskih sustava) direktive kako bi izbjegli
uspostavu administrativnih sankcija, ukljucujuci kazne za povrede pri
upravljanju rizicima i upravljanju kibernetickom sigurnoscu.

* Navedene konfiguracije se mogu primijeniti i za sve druge web
bazirane aplikacije koje posluzuje Apache Web Server (npr. Oracle
Apex aplikacije)
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